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Dangerous Eg
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Today's Deals Your Amazon.com Gift Cards Help Whole Foods Registry S

Desitops Monitors Tablets Computer A

puters

Shop Off to College essentials s o

USB Killer Pro Kit - Standard
by USB Kil

19 customer reviews | 27 answered ¢
Price: $96.00 & FREE Shipping. Details & FREE Returns

Free Amazon tech support included «

« Official Kit from USBKill.com

* 1x USBKill 3.0

« 1x Adaptor Pack (Lightning, USB-C, MicroUSB)
 1x Tester Shield

« Use unlimited times!

New (32) from $96.00 & FREE shipping. Details

fire-Cable Wireless Stre:
Adapter Declutters TV Wi

Shop now »




Wifi Pineapple Wireless Network Wifipineapple Wireless Security
$75.99 from eBay - chunyu1991_1

NOTE: The version of the wireless security auditing device wifipineapple sixth generation

Wifi Pineapple Wireless Network Wifipineapple Wireless Security
$75.09 from eBay
WiFi Pineapple Wireless MNetwork wifipineapple wireless security auditing haks Descrip

Wireless - USB - Wi-Fi

Wifi Pineapple Wireless Network Security Audit Wireless Wifi Security
$62.69 from eBay - xiaof12

Please do not upgrade the new system firmware. If there is any problem, please brush bat
Wireless - 802.11n - 802.11g - 802.11b - USB - PC - Wi-Fi

Lusya WiFi Pineapple Wireless Network Security Audit Wireless WIFI
$83.44 from AliExpress.com
in from on AliExpress.com | Alibaba Group

With Wi-Fi - Wireless



Dangerous
Toys

USB Device Impersogfitors
USB Killers

Man in the Middle Faceplates




Dangerous

ATCH: ATM Skimmer Caught in Real-Time by Security
esearcher







https://censys.io
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’_~. E location.country_code: US and tags: scada
< FTP and Telnet Sites North Carclina US -~ >
‘ﬁ
ke 64.19.73.45 (45-73-19-64-wtn-ny.a-315.westelcom.com)
0 66.207.227.71 (pode.intrstar.net) WFC-ASN - Westelcom Internet, Inc. (11722) Watertown, New York,
STARWIRELESS-15153 - StarVision, Inc. (15153) Dunn, North Carolina, United States
United States Schneider Electric BMX P34 2020 v2.0 502/modbus
21/ftp, 23/telnet tags: scada gateway

location.province: North Carolina m SCADA GATEWAY

01 152.13.178.2 (CAM225DSJ1300.uncg.edu)
UNC-GREENSBORO - University of North Carolina at Greensboro (53785)

las 66.44.215.170 (170.subnet-66-44-215.ellijay.com)

ELJY30540 - Ellijay Telephone Company (25853) Blue Ridge, Georgia,
Greensboro, North Carolina, United States .
United States
21/ftp, 23/telnet, 443/htips, 80/http . .
Schneider Electric BMX NOE 0100 V2.80 502/modbus

HP Designjet 36B634A0

tags: ftp tags: scada gateway

m SCADA GATEWAY

L] 198.85.198.4

NCREN - MCNC (81) Albemarle, North Carolina, United States le¢ 162.155.7.242 (rrcs-162-155-7-242.central biz.rr.com)
21/ftp, 23/telnet TWC-10796-MIDWEST - Charter Communications Inc (10796)
21.ftp.banner.banner: 2286 Welcome to the Valere FTP server. Strongsville, Ohio, United States
Schneider Electric BMX P34 2020 v2.5 502/modbus
0 152.20.39.207 tags: scada gateway
NCREN - MCNC (81) Wilmington, North Carolina, United States m
21/ftp, 23/telnet
21.ftp.banner.banner: 226 FTP print ke 166.250.100.120 (120.sub-166-250-100.myvzw.com)
CELLCO - Cellco Partnership DBA Verizon Wireless (22394) United

L1 98.26.91.139 (cpe-98-26-91-139.nc.res.rr.com) States

TWC-11426-CAROLINAS - Charter Communications Inc (1 1 425:] Durham, Schneider Electric BMX P34 2020 v2.6 502/modbus

MNorth Carclina, United States tags: scada gateway

21/ftp, 23/telnet
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https://shodan.io

Jo-ann Stores, LLC

BE United States, Stow
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166.215.52.198

ATET Wireless

Basic Hardware: GES7 212-1BE31-@XB@ v.8.2
Module: GEST 212-1BE31-@XB@ v.8.2

BE United States Basic Firmware: 6ES7 212-1BE31-@XB@ v.3.8.2 - - w
- Module: 6ES/ 212-1BE31-0XBO v.0.2

209.201.40.202 7 8as 1 Er 1 raware: bt
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BE United States, Logan

HTTP/1.1 482 Bad Reguesth\rinContent-Type: text/html; charset=us-ascii‘r\nServer: Microsoft-HTTPAPL/2.@\r\nDate: T

W< ! DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.@1//EN""http://wew.w3.org/TR/htmld/strict.dtd™>%r\n<HTML><HEAD. . .
67.141.196.22
Ip.wi Basic Hardware: GES7 215-1HG3I1-@XB@ wv.@.1
Windstream Communications Module: BES7 215-1HGI1-2¥B@ v.8.1
#E United States, Comelius Basic Firmware: GES7 215-1HG31-@XB@ v.3.8.2

165.227.224.226

Digital Ocean Location designaticn of a module:
Copyright: Operation
Module type: IM151-8 PN/DP CPU
PLC name: Technodrome
mm Module: v.8.@
Plant identification: Mouser Factory
OEM ID of a module:
Module name: Operation
Serial number of module: 88111222

BE United States, New Yaork
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United States

India

Brazil

Iran, Islamic Republic of
China

104
11112
4242
33338

Amazon.com
Comcast Business
Microsoft Azure
Turk Telekom
Netlife

Windows 7 or 8

Windows XP

Windows Server 2008

Windows 7 Ultimate 7601 Service Pack 1
Windows 6.1

720
305
203

140

1447

441

124

57
24
16

o N O

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

5.200.91.191

Bahar Samaneh Shargh

— lran, Istamic Repubiic of

- medical )
DICOM Server Response
\x02\x20\x00\x02\x0@\
2\x00\x20\x10\x22\x@2\x151

3.6.87.143

Amazon.com

®E United States, Seattle

DICOM Server Response
\x22\x80\x00\x02\x&d\xb8\x2

0\ x0a\x22\x10\x20\x22\x151

64.83.176.24
TDS Telecom

B United States, Mead

DICOM Server Response

\x@2\x00\x22\x80\xb3\xe

2

186.10.233.222

Entel Chile S.A.

2\
2\x00\x00\x10\x00\x00\x151.

Digital Imaging and
Communications in
Medicine - DICOM

\x02\ x00\ x99\ x

QRANY-SCP FINDSCU \x@0\x
3 a

20
1.1, 11\ x@2\x00\x1b\x21\x00\x02\x0028\x00\x




https://shodan.io Internet of Medical Things

@52.144.121.135  vew rowoue 22 Ports

80 104 LEE]
Country United States

Organization Medical Imaging Assoclates of Idaho Falls, P.A. .
== Services
ISP Medical Imaging Associates of Idaho Falls, P.A.
Last Update 2020-01-14T11:05:21.173191
. AS395861 Microsoft IS httpd version: 75

HTTP/1.1 580 Internal Server Error
Cache-Control: private

Content-Length: 3035

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/7.5
X-AspNet-Version: 2.0.50727
X-Powered-By: ASP.NET

Date: Sat, 11 Jan 2020 084:43:51 GMT

A Vulnerabilities

Naote: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and version
CVE-2010-1899 Stack consumption vulnerability in the ASP implementation in Microsoft Internet Information Services (I1S) 5.1, 6.0, 7.0, and
7.5 allows remote attackers to cause a denial of service (daemon outage) via a crafted request, related to asp.dll, aka "lIS

Repeated Parameter Reguest Denial of Service Vulnerability.”

CVE-2010-2730 Buffer overflow in Microsoft Internet Information Services (115) 7.5, when FastCGl is enabled, allows remote attackers to

execute arbitrary code via crafted headers in a request, aka "Request Header Buffer Overflow Vulnerability.” 104
tcp
CVE-2010-3972 Heap-based buffer overflow in the TELNET_STREAM_COMNTEXT::OnSendData function in ftpsvc.dll in Microsoft FTP Service dicom
7.0 and 7.5 for Internet Information Services (11S) 7.0, and IS 7.5, allows remote attackers to execute arbitrary code or cause DICOM Server Response
a denial of service (daemon crash) via a crafted FTP command, aka "1S FTP Service Heap Buffer Overrun Vulnerahility.” SWHEZ2AKBEAKEENK OB\ KBE\ XD BAXOD\ X E1\ X DO\ K DBANY - SCP FIND
MOTE: some of these details are obtained from third party information. PEAXEOAXOD WX XOON KOO\ XD W KB\ KOO\ XA W OO\ KOO\ XA\ KD\ DO K
11 @A XE8Nx1b A1\ 08 \ x00\ xB0E\ x00 W x00 \x131. 2. 840.10008.1.2
CVE-2012-2531 Microsoft Internet Information Services (115) 7.5 uses weak permissions for the Operational log, which allows local users to 46.670589.42.1.4.4. 50 xB0\xB0 \x10PN11ipsISPACS445

discowver credentials by reading this file, aka "Password Disclosure Vulnerability.”

CVE-2012-2532 Microsoft FTP Service 7.0 and 7.5 for Internet Information Services (I15) processes unspecified commands before TLS is
enabled for a session, which allows remote attackers to obtain sensitive information by reading the replies to these
commands, aka "FTP Command Injection Yulnerability.”

Microsoft IS httpd version: 75

HTTP/1.1 508 Internal Server Error
Cache-Control: private
CVE-2010-1256 Unspecified vulnerability in Microsoft 11S 6.0, 7.0, and 7.5, when Extended Protection for Authentication is enabled, allows Content-Length: 3835

remote authenticated users to execute arbitrary code via unknown vectors related to "token checking” that trigger memory Content-Type: text/html; charset=utf-g
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A Vulnerabilities
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Maote: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and version

CVE-2010-1899

CVE-2010-2730

CVE-2010-3972

CVE-2012-2531

CVE-2012-2532

CVE-2010-1256

Stack consumption vulnerability in the ASP implementation in Microsoft Internet Information Services (I15) 5.1, 6.0, 7.0, and
7.5 allows remote attackers to cause a denial of service (daemon outage) via a crafted request, related to asp.dll, aka "lIS
Repeated Parameter Request Denial of Service Vulnerability.”

Buffer overflow in Microsoft Internet Information Services (11S) 7.5, when FastCGl is enabled, allows remote attackers to
execute arbitrary code via crafted headers in a request, aka "Request Header Buffer Overflow Vulnerability.”

Heap-based buffer overflow in the TELNET_STREAM_CONTEXT::OnSendData function in ftpsvc.dll in Microsoft FTP Service
7.0 and 7.5 for Internet Information Services (11S) 7.0, and 1S 7.5, allows remote attackers to execute arbitrary code or cause
a denial of service (daemon crash) via a crafted FTP command, aka "lIS FTP Service Heap Buffer Overrun Vulnerability."
MOTE: some of these details are obtained from third party information.

Microsoft Internet Information Services (lIS) 7.5 uses weak permissions for the Operational log, which allows local users to
discover credentials by reading this file, aka "Password Disclosure Vulnerability.”

Microsoft FTP Service 7.0 and 7.5 for Internet Information Services (I1S) processes unspecified commands before TLS is
enabled for a session, which allows remote attackers to obtain sensitive information by reading the replies to these
commands, aka "FTP Command Injection Vulnerability."

Unspecified vulnerability in Microsoft 115 6.0, 7.0, and 7.5, when Extended Protection for Authentication is enabled, allows
remote authenticated users to execute arbitrary code via unknown vectors related to "token checking” that trigger memory



https://haveibeenpwned.com

Home Notify me Domain search Who's been pwned Passwords API About Donate B IP

';--have i been pwned?)

Check if you have an account that has been compromised in a data breach

@ Generate secure, unique passwords for every account = Learn more at 1Password.com

363 7,858,185,878 94,865 116,710,196

pwned websites pwned accounts pastes paste accounts
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http://informationisbeautiful.net

home about blog data training boolks contact F o B o o

e inforrmation is beautiful

Learn the art of data visualization
Our next London workshop is on 13th March 2019
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http://informationisbeautiful.net

World's Biggest Data Breaches & Hacks

Select losses greater than 30.000 records
(uspdated 1st Feb 2029)

2019) e ]
— = [
] 100000000 | |
2018 i me—_.]! E|:| 330,000,000
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The Song Remains The Same

* Defense in depth failures Since 1984 and still not effective
- Average separate security solutions 40+ (30% feel right number)

* Time to discover Breaches 200 Days

* Time to respond to Incidents 56 Days

« Cost of a breach $3.9 Million




State Sponsored
Actors

Sophisticated
Talent

Anonymous
Digital Currencies

Highly Funded
R&D

Collaborative
Development

Circumventive
Tooling

Organized Threat Actors

SearCh AlertCon™ Threat Level {1 Actl\”ty

OQ

Current Threat Activity m

).233.187 186.3.44.230 190.253.187.144 197.27.87.111 41.143.58.200 186.56.134.65

Ecuador Colombia Morocco Argentina
Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs

Malicious IP addresses in the last hour

1,606

Crowd-sourced information sharing

Collections

My Collections

presentation

Bill Gartes Botnet




Start youwr F-day trial

“Wiew 4P doecumeantation

o Eroups
Fiocal poant for collaboration and sharing

Sacurlty-Analyst

354 Members 7 Collec

E Feedback - IBM X-Force Exchange
350 Members 4 Collections

Mlanage Groupe
Threat Activity
Malicious IP addresses in the last howr
Total 269
Command and Conmtrol %
Spam 188
Mahware o
Scanning 180

“Wiewr thraat actvity map

Security Intelligence Blog
Analysis and insight on information security, by IBM

10 Do"s and Don'te for Writing a Winning Cybersscurlty
Resums

Ot 4, 2018 - By

Whan Diglital Identity and Accesze Manasgement Mestz Physilcal
LTS rlq,r

Oct &, 2018 - By George Plalsis

Ramnlt Targsts Japansss Shoppers, Alming &t Top Fashlon
Erands

Oct I, 2019 - By lezik Chimino

izt Security Intsillgence Blog

I EElSE Du Jour

Start your I0-day trial

wialt Early Weaming dashboard

E Public Collections
Publichy shared community findings

Recommendead
Ba EBotnet Command and Conirol Servera
13, 2019 - x-force

=a Malwars hashes
Sep 26, 2016

tesl, malwans

B :ETIX 2.4 IJp-dEta

Sep 25 stix, axii

Tha Masslve Progagation of the Smominru Eotnet

Sep 23, 2019 - adwisary, balned, maksvare, «fax

L

hMost Recent

-

B XFTAS Dally Threat Assszement for Sctober 03, 20158
Ot &, 2019 - xfi=as

mm Botnet Command and Contral Sarvers

Ol 3, 2019 - xforce

s XFTAS Dally Thraat Asassemsant for Octonsr 02, 2015
Dl 3, 2019 - xfi=as

mm Fhlzhing
3, 2019

“Wlew more

Featured from App Exchange
“Werified sxtensions for a2 stronger entenprise defense

QRadar Advisor With Watson

1B i Rmyioer

= withs insighis from Walson to repidly respond 1o

Wl MOre

Premium IRIS Threat Reports

= Trawval .I'-'lﬂEI'IC|B'B and Services |I'II:U31]'_I|' Fraflla
Upd

Upd

ATk Nen‘:T.ﬂnalrala Hnspcrt
Laxt Upd

Unlock all IRIS reports

D My Collections
Lize Collections 1o store and share your findings

mott creste any Collecions yet

Recently shared with me

B Spam ca mpulgn dellvers Malwars

Hasg 1, 20

-

== BadRabblt Malware
L 26, 2017 Saor, rar wioe, eupl ke e al
Wiew more
Botnet Distribution
azonult
=
Affected Couniries M3
Seak Sep 18, 20189
Trend |
WiEw more

Wiew morna

5 Vulnerakilities

The Iate=st global security risks

Conseguences: Sain Accoss

| HHYM number_format code execution

WhatsApp App for Android DOGiFSlurp function code
execution
=QuEriCes:

Micro Foous Enterprise Developer and Enterprise Server
Cross-site _'-'.cnptmg

quences: Crozs-Site Scripling

=guences: Sain Aoonss

| Mode. js realms-shim module code execution

| Mode. 15 realms-shim moduls code execution

Wiew morna

IBM X-Force Commercial APl
Frogrammstic sccess to the |1BM- X-Force Exchange

CQwesny our threat intelligence through a RESTTul AP that
supports multipls formats ncluding JS0M and STECTAXI) for a

simple integraticn with your sscurity tools.

Start youwr 30-day trial

Whew AP Documsntaton






Who are High Performers?

Represent 26% of the 3655
In the study

Highest level of cyber resilience

More prepared to respond
Less impacted by cyber threats.

Report less attacks, better containmeht
and recovery

Ponemon Institute Presentation Private an d Confidential

M Confidence
Z Dedication

Communication

iy Skills

|—T—| Industry
mEE Awareness

fIF Streamlined SOC
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User Behavior

o) - 00: Resat Layout
Dashboard \ Next Refrash: 00:09 C yo
Monitored Users Current High Risk Usars Sense Events (Last Hour) Offenses Generated (Last Hour) Active Insights -
4 0 1 3 4 2 0 ® Event Rules ® Anomaly Detection Rules
O Flow Rules O Machine Learning Algorithms
System Score (Last Day) B UserActivity by Category ‘System’ Activity Recent Offenses
v 3k Aceess : Offense #90 about 2 hours ago
2 User: Mary Arnold
" Confidence Application . . .
2 - Event Count: 43 Flow Count: 0 Magnitude: 3
E
b Offense #91 about 2 hours ago
“ ok » User: Nathan Farrell
g Sense Authentication 0
§ ; (T s&‘ﬂ"h'“ Event Count: 38 Flow Count: 8 Magnitude: 5
= Ok Exploit P‘Uqu P‘\;L_’;U
ot ast \T i T gt A 10 0 Offense #92 about 2 hours ago
o a9 a9 g ® Actual @ Leamed ® Acual @ Leamed User: Craig Murphy
Event Count: 38 Flow Count: 8 Magnitude: 5
Risky Users (Overall Score) View All » Most Suspicious Users (Window Score) View All ) Offense #97 about 2 hours ago
User: tom_wilson
‘ Mary Amold 2801 @ ‘ Mary Amold +2891 © Event Count: 43 Flow Count: 0 Magnitude: 3
‘ Nathan Farrell 2201 ® ‘ Nathan Farrell +2291 ®
Craig Murphy 1826 ® ‘ Craig Murphy +1826 © :
“ Watchiist
‘ tom_wilson 1436 @ ‘ tom_wilson +1436 ® Mary Amoid 2891 7 @
adam.benett 0® adam.benett +H @ Nathan Famed 9991 7 @
e admin 0® ~———  admin +H @ . -




Last Update: July7, 2017

Source: @ 192168.0.140

D @) AV Signature

D === Watson enriched

Reference Sets

13

o

Key Insights Only .

Local Analysis

Expanded local contaxt




Al Enriched Analysis

ol

Analyzer <Back

I Offense 86 v
Type: Source IP
Last Update: July 7, 2017
Assigned to: Admin
Magnitude: 7
Source: @ 192:168.0.140

,{'!}).&k: | wopn .,@ winexpitove 2.

—

Observables v roeres
7 - fg‘\l _
. ; 74 2z -
(@ vsigawe g @ @~ @
tr/ranzommet2

DD File

3 \ " k
[I @ Hash 3 @I |@ JI\{.’{;I
|:| QP 4

D‘URL 1

powsrzplon
Relationships v
[I === | ocal 7
[ by it
[ ——— 2 i i
wssse Watsonenriched 0 WAL by encutable3

blocked
[ Expandedlocal 0

context ,@

downadup binaryd

Reference Sets >

2 Local Watson enriched Expanded local contaxt
KeyinsigtsOnly @0 __¢ ® ®



Analyzer

l

‘i Offense 86
Type: Source IP
Last Updata: July 7, 2017
Assigned to: Admin
Magnitude: 7

Source: @ 192.168.0.140

Observables

D @) AV Signature
[] [Y File

D Y Filename
[ Hash

] or

D 3 Malware
(s

D @ Unknown Indicator

Lguw

O User
-

Relationships

D— Local

[I ----- Local blocked

< Back

w 8

W A~ W W

A4

1l

0

D == Watson enriched 122

D weeee Watsonenriched 0

Dblocked

— Expanded local

context

Reference Sets

Key Insnghts Only

0

Al Deep Insight

dnsbl.ahbl.org
Wwww

€ ¢

1722718 2 00:5G;4 exocutible

m < port 1900

udp port 1900

cache-control,m... e @

port=9744
22400252

Www

myfw.ip.xx

downadup codex
downadup binarya

win32:malware-g...

Watson enriched

petya i 468.0.140
6595c02185d867,.
2040022 petya, petrwrap, ..
=

trojan.generic

Expanded local contaxt

®



What is an Unknown Unknown Search

Offense
Property

Offense
Property

Offense
Property

d

Offense
Property

Offense
Property

C

b

h

Offense
Property

d

Offense
Property

f

Ask the question: “show me which
offenses share the same property”

Offense
Property

4

Offense
Property

e

you don’t know the subset of offenses,
not the subset of properties to search




Investigations
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Threat Hunting
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Values

Counts

The number of links or number of connected items are cou
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